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Abstract

Thesucces®ftheP2Pideahascreateda huge diversity
of approaces amongwhich overlaynetworksfor example
Gnutella,Kazaa,Chomd, Pastry, Tapestry P-Grid, or DKS,
havereceivedspeci ¢ attentionfrom both developes and
reseachers. A wide variety of algorithms,data structues,
and architectues havebeenproposed. The terminolayies
and abstactionsused,however, havebecomequite incon-
sistentsincethe P2P paradigm has attractedpeoplefrom
many different communities e.g., networking databases,
distributed systemsgraph theory compleity theory biol-
ogy, etc. In this paperwe proposea refeencemodelfor
overlaynetworkswhich is capableof modelingdifferentap-
proachesin this domainin a genericmanner It is intended
to allow reseachers and usess to assesghe propertiesof
concietesystemdso establisha commonvocahulary for sci-
enti ¢ discussionto facilitate the qualitativecomparisorof
the systemsand to serveas the basisfor de ning a stan-
dardizedAPI to male overlay networksinteroperable

1 Intr oduction

P2Pis not a new paradigmandin facthasalreadybeen
appliedin theoriginal Internets design for example,in ba-
sic Internetroutingor in applicationssuchasUsenetNews.
Whatis new, however, is its broadapplicationto all system
layersandto new applicationdomains.Most prominently
the P2P approachhas beenapplied for resourcelocation
by building so-calledoverlay networks suchas Gnutella,
FreenetPastry P-Grid, or DKS, on top of a physicalnet-
work. Basically all theseoverlay networks provide a re-
souicelocationservicesupportingapplicatiorspeci c iden-
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ti ers. Ontop of thisresourcdocationservicedifferentap-
plicationservicesanberealized suchasdatamanagement
(searchjnsert,updategetc.). In principle,distributedappli-
cationservicesouldalsousedirectly the physicalnetwork-
ing layer for managingtheir resourcesbut usingan over
lay network hasthe advantageof supportingapplication-
speci c identi ers andsemantiaouting,andoffersthe pos-
sibility to provide additional,genericservicesfor support-
ing network maintenanceauthenticationtrust, etc., all of
which would be very hardto integrateinto and supportat
thenetworking layer. Theintroductionof overlay networks
and self-managemerdt the service-l&el are probablythe
essentialnnovationsof P2Psystems.

A wide rangeof algorithms, structures,and architec-
turesfor overlaynetworkshave beenproposedlreadyinte-
gratingknowledgefrom mary differentcommunitiessuch
as networking, distributed systems,databasesgraphthe-
ory, agentsystemscomplex sytems,etc. The terminolo-
giesandabstractionsised however, arequite inconsistent,
which makes it very hard to assessand comparediffer-
ent approaches.Only a few relevant attemptsto remedy
this situation exist so far. For example, JXTA [10] de-
nes a 3-layer architecture(kernel, services,application),
XML-based communicationprotocols,and basic abstrac-
tions,suchaspeergroups pipes,andadwertisementsJXTA
intendsto provide auniform programminglatformfor P2P
applicationsandfacilitateinteroperability It provideswell-
structuredAPIs anda clearseparatiorof concernsn its ar-
chitecturebut doesnot meanto describethe structuraland
functional propertiesof overlay networks aswe do in this
paper Ourwork andJXTA arethuscomplementary

Dabeket al. [7] proposea commonAPI for structured
overlays,basicallyfor CAN [16], Chord[18], Pastry[17],
and Tapestry[2Q. The API only takesinto accountstruc-
tured overlaysand the usedabstractionare at a very low
level (C programmingnterfacelevel), sothatusingit asa
generalarchitecturefor modelingoverlay networks is not
possible.

In this papemwethusproposeareferencenodelfor over-
lay networkswhich is capableof modelingall existing ap-



proachesn this domain. We focuson decentalized over-
lay networkssuchasGnutella[6], Freenef5], CAN [16],
Chord[18], P-Grid [1], DKS [4], etc., asthis classis the
mostrelevantone. Fromamodelingpoint of view, central-
izedP2P systemssuchasNapsteraresimply client-sener
architecturesvherethe participantscandirectly communi-
cateafteradiscovery phasgsimilarto a DNS namelookup
and then contactinga web sener, for example). Hierar-
chical P2P systemssuchas Kazaa,basically consistof a
decentralizedverlay network of supefpeersfor locating
resourceghat are usedby the normal peers. Thus these
systemcanbe modeledby our proposednodelwith anad-
ditional client-sener stepwhencontactinga supefpeer

Our modelis intendedto supportthe assessmertf sys-
tempropertiesestablisheacommorvocahuilary, facilitates
the qualitatve comparisonof the systems,and can sene
asthe basisfor de ning a standardized\PI to make over
lay networksinteroperableThe major contritutionsof our
modelare (1) a conceptuamodelcapturingthe conceptof
embeddinga graphinto a virtual identi er space,which
is fundamentalfor all overlay networks and (2) a well-
de ned peerarchitecturecomprisinguserlevel interfaces
for applicationswantingto usethe overlay; interfacesfor
intra-network communicatioramonghomogeneousgeers,
andinterfacesfor cooperatiormmongheterogeneousver-
lay networks.

2 ConceptualModel for Overlay Networks

In ary overlay network a groupof peers providesac-
cessto a setof resources by mapping and to an
(application-speci c)denti er space usingtwo functions

and . Thesemappingsestab-
lish an associatiorof resourcego peersusinga closeness
metric on the identi er space. To enableaccesdrom ary
peerto ary resourcea logical network is built, i.e.,agraph
is embeddednto theidenti er space.Thesebasicconcepts
of overlaynetworksaredepictedn Figurel.

Resources

E

R
/_\ Identifier space

Structuring strategy

Peers .
1 Universe of overlays

-/ 3
P SN

Figure 1. Overlay network design decisions

Eachspeci c overlaynetwork is characterizethy thede-
cisionsmadeonthefollowing six key designaspects:

choiceof anidenti er space

mappingof resourcesindpeergo theidenti er space
managemendf theidenti er spaceby the peers
graphembeddindstructureof thelogical network)
routingstratey

maintenancstratey

In taking thesedesigndecisionsthe following key re-
qguirementdor overlaynetworksareaddressed:

Ef ciency : Routingshouldincur a minimumnumberof
overlay hops(with minimum “physical” distance)andthe
bandwidth(numberandsizeof messagedjpr constructing
andmaintainingthe overlay shouldbe keptminimal.

Scalability: The conceptof scalability includesmary
aspects.We focuson numericalscalability i.e., very large
numbersof participatingpeerswithout signi cant perfor
mancedegradation.

Self-organization: The lack of centralizedcontrol and
frequentchangesn the setof participatingpeersrequiresa
certaindegreeof self-omganization,.e., in the presencef
churntheoverlaynetwork shouldself-recon gureitself to-
wardsstablecon gurations. This is a stabilizationrequire-
mentasexternalinterventiontypically is not possible.

Fault-tolerance: Participatingnodesandnetwork links
canfail atany time. Still all resourceshouldbeaccessible
from all peers.This s typically achieved by someform of
redundanyg. Thisis alsoa stabilizationrequirementor the
samereasorasabove. Fault-tolerancempliesthatthe par-
tial failure propertyof distributedsystemdq19] is satis ed,
i.e.,evenif partsof theoverlaynetwork ceaseperationthe
overlaynetwork shouldstill providesanacceptableservice.

Cooperation: Overlaynetworksdepencbnthecoopera-
tion of the participantsj.e., they haveto trustthatthe peers
they interactwith behae properlyin respecto routing, ex-
changeof index information,quality of service etc.

In thefollowing we will provide detailedformal speci -
cationsfor thesekey designconceptof overlay networks
and discussthe issuesrelatedto the requirementdisted
above.

ogkwnE

2.1 Choiceof Identi er Space

A centraldecisionin designinganoverlaynetwork is the
selectionof thevirtual identi er space which hasto pos-
sesssomeclosenessnetric , Where de-
notesthe setof realnumbers. mustsatisfypropertiesl—3
below andif possibleshouldsatisfypropertiesA-5.

: 1)
(2)
3
4)
- (5)

If satis esall the vepropertiegthen is ametric
space.However, in mary caseonly the rst threeproper



tieswill be satis ed. In this casewe call
metricspace

Thechoiceof thevirtual identi er spacds importantfor
severalreasons:

Addressing: The identi er spaceplaystherole of an
addressspaceused for identifying resourcesin the
overlay network. Eachpeerandresourcein anover
lay network recevesa virtual identi er taken from
(explicitly or implicitly).

Scalability: To supportvery large systems, hasto
beverylarge. Throughamapping  eachpeerwith
aphysicaladdressn s assignedh virtual identi er
from . Thisis anapplicationof the well-known prin-
ciple of indirectionfor achiezing numericalscalability
Location-independenceThe virtual identi er space
allows peersto communicatewhich eachotherirre-
spectve of their actual physicallocation. This ad-
dressephysicaladdresg€hangesndenablesnobility.
Clusteringof resouceswith pees: Theclosenesmet-
ric  enablesthe clusteringof resourceswith peers
basedon proximity. Thisis discussedn detailin Sec-
tion 2.3.

Messae routing: Virtual identi ers andthe closeness
metric areessentiafor realizingef cient routing.
Preservationof application semantics: As virtual
identi ers can be de ned in an application-speci ¢
way, applicationsemanticsfor example,“proximity”
of resourcegclustering),canbe presered.

Examples: CAN [16] usesa Euclideanspacewith vir-
tual identi ers being coordinatesn this space. The dis-
tancefunction is the Euclideandistance.P-Grid[1] uses
apre x-preservinghashfunctionon strings,i.e.,

a pseudo-

( denotedexicographicorder). Identi ers in P-Grid are
bit stringsand isde nedas(for a -bitidentier andan
-bitidenti er ):

while in Chord[18] andDKS [4] theidenti er spacds a
subsebf thenaturalnumbersof size  and

2.2 Mapping to the Identi er Space

The mapping associatepeerswith a
uniquevirtual identi er from . Differentapproachesan
be distinguishecby the propertiesof the chosenfunctions

Completeness: maybecompleteor partial. When
is partial, peersmight (temporarily)not be associ-

atedwith anidenti er.

Morphism:If noreplication(for fault-tolerancejs re-

quired,  will beone-to-onginjective),i.e.,

. However, the more

typical caseis thatthe systemusesreplicationandthe
mappingis notinjective.
Dynamicity: canbe eitherstaticallyde ned, e.g.,
by its physicaladdressor other unique attributes, or
dynamicallychangeovertime. In orderto simplify our
notations,n thefollowing we will focuson the struc-
tural aspectsand will not explicitly representime-
dependengin our notations.

Additionally,  maysatisfycertaindistributionalprop-
erties for example thattherangeof valuesof ~ followsa
certaindistribution in space , e.g.,uniform. Suchproper
tiesmaythenbeexploited,for example for loadbalancing.

The properties  satis eswill be denotedas in the
following.
The mapping associatesesourceswith

identi ers from . Thechoiceof this mappingcanbe crit-
ical for the applicationusingthe resourcesTypically “se-
mantic closeness’df resourcese.g., resourcedrequently
requestedointly, canbetranslatednto closenessf identi-
ers. Thusthepossibilityof usingapplication-speci dden-
ti ers is takingadwantageof this. If theresourceshouldbe
identi ed uniquely  hasto beinjective. Thedistribution
of identi ers generatedy hasanimportantimpacton
the load-balancingoropertiesof the overlay network em-
beddednto thespace .

Examples: A standardexamplefor ~and  isauni-
form hashingfunction as, e.g., usedby Chord[18]. This
will generat@uniformdistributionof peerontheidenti er
spaceandimplicitly providesload-balancingsalsothere-
sourceidenti ers areuniformly distributed. However, clus-
tering of informationwill not be possibleandthushigher
level searchpredicatesuchasrangequerieswill be expen-
sive to process. P-Grid's mappingfunctionson the other
handsupportsclusteringbut thusrequiresan explicit load-
balancingstrateyy.

2.3 Managementof the Identi er Space

At ary pointin time, is managedy thesetof current
peers . Theresponsibilityfor peersfor speci c identi ers
is capturedby a function , which associates

with eachidenti er of a resource , , the
setof peersthatare managing . Through , eachpeer
is assignedesponsibilityfor the set of identi-

ers. Locatingaresource correspond$o nding apeerin

. Thelookupoperationof overlaynetworkstyp-
ically providesan implementationof throughrouting.
We may identify variousbasicpropertiedor



Completeness: maybecompleteor partial. When

is incomplete,identi ers might (temporarily) not
be associatedvith a peer Typically the mappingwill
becomplete suchthateachpointof theidenti er space
is undertheresponsibilityof somepeersj.e.,

Cardinality: To provide fault-tolerance, typically
containsmorethanoneelement,.e., a setof peersis
responsibldor managingeachidenti er.
inducedby proximity: A standardway to specify
is thatidenti ers areassociatedvith their closest
peersj.e.,

Dynamicity:  typically changeslynamicallyasthe
setof peersandtheir mappingto the identi er space
changes.
Uniformity of replication: The cardinality of
(which correspondso the degreeof replication)may
be constantor uniformly distributed to ensurecom-
parableavailability of resources. Non-uniform dis-
tributions can be usedto adaptthe availability of re-
sourcedo applicationrequirementse.g.,popularityof
resources.
In thefollowing, denotegheproperties  satis es.
Examples: In Chorda peerwith virtual identi er is re-
sponsibldor theinterval , e,

In P-Grid a peerwith a -bit path
identi ers in theinterval

is responsiblefor all

2.4 Graph Embedding

An overlaynetwork canbemodeledasadirectedgraph,
,where denoteshesetof verticeqi.e.,peers)
and denotesthe setof edges. Due to the dynamicsin
overlay networks, is time-dependentbut as beforewe
will not explicitly denotethis. By virtue of this graphwe
de ne aneighborhoodelationship , suchthat
for agivenpeer , is the setof peerswith which peer
maintainsaconnectionj.e., thereis adirectededge
in for .

The propertiesof the overlay network relateto proper
tiesof thedirectedgraphgeneratedy  andto theproper
tiesof theembeddingf the graphinto the (pseudo-)netric
space . Purelystructuralpropertiesof the graphcan
befurtherdistinguishednto localandglobalpropertiesi.e.,
whetherthey relateto local characteristicef graphnodesor
to global characteristic®f the graph. Typical global prop-
ertiesof thegrapharethefollowing:

Uniqueness:For deterministicsystems,e.g., Chord,
DKS, for agivenset andmapping only onevalid
network  exists. In randomizedsystemssuchasP-
Grid andrandomizedChord,multiplevalid  arepos-
sible.
Graph diameter: A small diameterprovides lower
boundsonthelateng of routingin the network.
Connectivity Someoverlay network approachesnay
requirethattheoverlaygraphis connectedtary time.
Distributional properties: Thesearetypically distribu-
tional propertiesof nodedegrees.A frequentlyoccur
ring classof graphsarepower-law graphg14]. Other
distributional propertieselateto the clusteringcoef-
cientof thegraph.

Typicallocal propertiesof the graphinclude:
Minimal out-degree: This propertyis bene cial to en-
surefault-tolerancewhenmary neighbordail.
Maximal out-degree: This propertyis relevantfor en-
suring boundedmaintenancecost for connectiongo
otherpeers.
Distributional propertiesof in-degree: Thesearerele-
vantfor loadbalancingn the messagéorwarding.

More complex propertiesrefer to relationshipsof the
graphstructureto thedistancdunction. Theserelationships
aretightly intertwinedwith the strateyy for ef cient routing
in anoverlaynetwork. Typical examplesof suchconstraints
are:

Local connectivity: This property ensureghat peers
areconnectedo somespeci ¢ subsebf theirimmedi-
ateneighbors An exampleof sucharequirementor a
givenpeer wouldbe

Long-range connectivity: Many overlay network de-
signsarestructurallysimilar to small-world graphsas
introducedby Kleinberg [12]. Thesegraphsare con-
structedsuchthat long rangeconnectionssatisfy the
condition

where is the dimensionalityof the identi er space.
Many overlay networks satisfy more strict variations
of this condition.

Theproperties satis esaredenotedby  in thefol-
lowing. At this pointwe areableto completelycharacterize
the structuralaspectf overlay networks by the following
de nition:

De nition. Thestructureof anoverlay network
for asetof peers is givenby



2.5 Routing Strategy

Thebasicserviceanoverlaynetwork providesis to route
arequestfor anidentier toapeer responsibldor it,
ie., . Routingis a distributedprocesausingthe
overlay network. We modelit by asynchronousnessage
passing: forwardsa message to apeer
responsibldor . A routing stratgly canbe describeddy a
potentially non-deterministidunction ,
whichselectatagivenpeer with neighborhood for
atametidenti er the (setof) next peers
to which the messages forwarded. In structuredoverlay
networksroutingtypically is greedyi.e.,

for . Somesystemssatisfywealer conditions,
e.g.,in Pastry

In unstructuredverlay networks the set
tain severalpeers.

Propertiesof routing algorithms are characterizecby
their associatedostmeasuressuchaslateng, numberof
hops,and probability of successfutouting. Given a rout-
ing algorithm togetherwith an overlay network structure
the propertiesregardingthe expectedusageof the peers'
resourcesanbeanalyzed.

may con-

2.6 Maintenance Strategy

Participationof peerdn anoverlaynetwork dynamically
changesver time. Eachpeercanfreely decideto join or
leave an overlay network at ary time. Thesechangesre-
ferredto aschurn in the literature, can happenquite fre-
guently To maintainthe structuralintegrity of an overlay
network amaintenancetrategyis requiredwhichcompen-
satedor changeso thenetwork structuredueto peerggoing
of ine or failure of network connections.

In all overlay networks, joining the network is doneex-
plicitly by ajoin operationwhereadeaving typically is im-
plicit aspeersmay simply go of ine or crashor their net-
work connectiormaydrop. Regardlessvhethempeerdeave
gracefullyor not, changesn the participationin anoverlay
network typically requirethe applicationof a maintenance
stratgy. Aside from accesgontrolaspectsi.e.,whois al-
lowed to participate,this basicallyrequiresto repairrout-
ing tableswhich have beeninvalidateddue to churn,i.e.,
to maintainthe connectvity of the underlyinggraph[8].
Maintenancestratgjies canbe classi ed [2] into proactive
correction(PC) using periodicprobingor heartbeatso re-
pairinconsistenciegndreactivemedanismswith thesub-
catgyoriescorrectionon use(CoU), e.g.,P-Gridand DKS,
correctionon failure (CoF), e.g.,P-Grid,andcorrectionon
changgCoC),e.g.,Chord.

The practicalusability of an overlay network critically
depend®n the ef ciency of the maintenancetrategyy. The
goalis to maintaina “suf cient” level of consisteng while
minimizing effort. Sincea dynamicallyevolving overlay
network ontop of adynamicallychangingphysicalnetwork
is a complex dynamicalsystem,the goal is to arrive at a
stabledynamicequilibriumfor avarietyof conditionswhile
guaranteeinguccessfutouting.

2.7 Other Properties

Therearea numberof further propertieswhich we can
only brie y mentionheredueto spacdimitations.

Constraintssuchasthoseintroducedn theprevioussec-
tions, canbe guaranteeat differentlevels of strictness:If
the constraintsarevalid all thetime, they areinvariantsof
the system;if the constraintshold eventually they may be
satis ed after self-stabilizationof the systeminducedby
changedo the systemsstate;if the constraintshold prob-
abilistically, they aresatis edwith aspeci ¢ probabilityei-
therall thetime or eventually

By taking into accountthe physical characteristicsof
peers,suchastheir network location, their storagecapac-
ity, etc.,additionalpropertiescanbe speci ed which arein
particularusefulto obtaininsightsandcontroloverthe per
formancecharacteristicef the overlay network, for exam-
ple, ef ciency of routingandreliability of the network. An
importantexampleof sucha propertyis locality of routing
A possibleformulationof sucha propertyis a constrainton
the stretchintroducedby the overlay network, i.e., thatthe
physicaldistanceof the pathtraversedo reacha nodedoes
not exceedthe distanceof the shortestphysicalpathby a
givenstretchfactor

3 Referencearchitecture

From an application-orientegerspectie, any middle-
waretechnology—andve seeP2Psystemsandspeci cally
overlaynetworksasa form of middlevare—shoulgrovide
powerful andeasyto useabstractionghathideimplementa-
tion detailsasmuchaspossiblefrom the user/implementer
while offering enoughcontrol and accessoptionsto actu-
ally meetapplicationrequirements.Additionally, the ab-
stractionsshouldbe de ned in a way that the concretein-
frastructuramplementinghe middlewvarefunctionalitycan
bereplacedvithout requiringto rewrite code.

Given thesegoals,we seeP2Psystemsbasedon over
lay networks aslayeredsystemsasdepictedin in Figure?2
(for a singlenode). From a users perspectie a P2P sys-
tem facilitatesto realizea speci ¢ applicationby sharing
resourcevith otherusersand using servicesprovided by
the P2Player. Oneparticularlyimportantexampleof such
aserviceis P2Pdatastoragewhich allowsto insert,search,
andaccesglataitems. This serviceaswell asthe applica-
tions take advantageof the basicresourcdocationservice



providedby theP2Pbasiclayerthatimplementgheoverlay
network.

Application
P2P storage \
P2P basic
Network (TCP/IP)

Figure 2. Layered architecture view

This simple layeredarchitecturesupportsseparatiorof
concerrbetweerthe applicationlayer, the genericservices
of aP2Psystemandthebasicoverlaynetwork of aP2Psys-
tem. It facilitatesto replacea speci ¢ implementatiorof a
P2Psystem,or selectedservicesandlayers,that an appli-
cationis usingby alternatve implementationsln orderto
supportthis form of modularityit is importantto provide a
standardizedpeci cationof the interfacesamongthe lay-
ers. In Figure 3 we provide a classdiagramthat provides
thecoreof suchaninterfacespeci cation. It is basednthe
conceptuamodelwe have introducedn Section2.
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Figure 3. Conceptual decomposition

Overlaynetworksarebasedntheembeddingf agraph
into anldenti er Spacewhich providesa closenessnetric.
EachPeeris mappednto this spacej.e., it is assignedan
Identi er from the virtual identi er space,which de nes
its currentpositionin this spaceand (indirectly) the sub-
set of identi ers the peeris responsiblefor as described
in Sections2.2 and 2.3. Note that a peers position can
changeover time. How the partitioning of the identi er
spaces done,i.e.,how anodeis assigned coordinateand
responsibility is subjectto the speci ¢ overlay approach.
A Peeris uniquelyidenti ed by animmutablename(im-
mutableNameand maintainsa neighborhoodneighbos),
i.e., referenceso otherpeers(PeerRefegncg for forward-
ing. EachPeerRefeenceincludesthereferencegeersim-
mutablename,its positionin the identi er space,.e., re-
sponsibility and physicalnetwork addresgIP addressor

symbolic name). As this information changesover time,
eachpeerhasto apply a maintenancstratey asdiscussed
in Section2.6to have a consistenwiew (dependingon the
speci ¢ overlay network). The numberof neighborsa peer
maintainsandthe strateyy how neighborsareselecteds de-

ned by the Constaints of the overlay network which de-
pendon propertiesof theidenti er-resourceandidenti er-
peerassociatiorstrat@ies,the graphembeddedh theiden-
ti er spaceandits constraintsetc.

As showvn in in Figure 2, we distinguishtwo layers
of functionality The basic layer (P2P Basic Interface
providesthe low-level operationswhich the overlay needs
to be able to function. Its main functionalities, besides
the mandatoryjoin and optional leave operationsare the
lookup and route operations. The lookup function allows
an applicationto nd a peerby its identi er to be able
to directly communicatewith it (point-to-point),for exam-
ple, for transferringdataitems. The route operationwhich
lookup typically builds on, allows the userto senda mes-
sageto ary peerresponsibldor a givenidenti er. A mes-
sagecancontainary dataspeci ed by the application,for
example the datato be storedby the peeror a synchroniza-
tion requestamongreplicas.route DReplicaspropagates
givenmessageo the setof peersresponsibldor the same
identi er. getLocalReerreturnsthe administratve informa-
tion aboutthelocal peerandgetNeighbos providesthelist
of neighborof apeeri.e.,its routingtableinformation.

The storagelayer (P2P Storage Interface builds on
thesefunctionalitiesand providesthe typical datamanage-
ment functionalitiesof inserting, updating, deleting, and
gueryingdata,that madethe P2P paradigmpopular The
resourcesaffected by the functions are speci ed via the
Dataltemabstractiorthat includesthe resources dataand
the application-speci ckey(s) to be usedby the storage
layer to generatea correspondingdenti er, i.e., mapthe
dataitemto its positionin theidenti er space Thiscanthen
beusedby thebasiclayerto nd theresponsiblgeer(sand
performtherequeste@peration.The Dataltemsetreturned
by search includesboth the application-speci ckeys and
theidenti ers of thefoundresources.

Wewouldliketo emphasizéhatFigure3 providesamin-
imal model,i.e.,it provideswhatwe identi ed asthemini-
malcommondenominatofor differentoverlaynetwork ap-
proaches.All partsof the architecturecanbe (andin fact
are)extendedby concretesystems.For example,eachsys-
temwill typically have morestructurednessageypes.For
example,in Gnutella,asoneof the simplestsystemsa join
operationwould meantheissuingof a Ping messagevhich
hasa simple structureholding a descriptorlD (to prevent
loopsin the routing), a payloaddescriptoy a time-to-live
counterahopcounteranda eld de ning thelengthof the
payload.Yet, extensionof our modelareintuitive andsim-
ple: A concretesystemcan basically“subclass”’and “ex-



tend” ary of thecomponentén Figure3.

4 Inter operability

Up to now we have introduceda conceptuamodeland
abstractinterfacesto capturethe speci c propertiesof a
givenoverlaynetwork approachin practice multiple over
lay networkswill co-exist simultaneouslyn a physicalnet-
work, whichraisesssuef managingnultiple overlaynet-
worksandinteroperability

We consideran overlay network asa group of peers
that sharethe samespeci cation of their speci ¢ overlay
network mechanismsThe sharingof this speci cationis a
problemof groupmanagemenand canbe doneeitherex-
plicitly orimplicitly.

With anexplicit manayementexplicit groupidenti ers
(e.g.,URIs) areusedto identify anoverlaynetwork andare
boundto a speci c type of overlay network by a mapping

, Which associatethe identi er with a speci -
cationof anoverlaynetwork. We considetthis asproviding
theoverlaynetwork with atype (or scheman databasgar
lance). Thusevery peerjoining a group obtainsthe
associatetipeinformationandadhereso thespeci cation.
Theissueof non-complyingpeerss relatedto securityand
trustwhich we cannotelaboratefurther here. As a conse-
guencejoining anoverlay network would only be possible
if thejoining peeruseghesamegroupidenti er asthepeers
of the network.

With implicit managgementagroupof peerss considered
asparticipatingin the sameoverlaynetwork if they usethe
sameoverlaynetwork speci cation. Thusthereis no globall
knowledgeon the existenceof a speci ¢ overlay network,
but the network resultsfrom the cooperationof peersus-
ing the samespeci cation. Thuswhenjoining, a peerob-
tains/sharethe speci cationwith the peerto whichit joins.

Anotherinterestingaspectof group managemenin an
overlay network is the degree of coupling In tightly cou-
pled overlay network the overlay graphis at ary time con-
nected. This implies that suchan overlay network hasto
be initiated by a single peer(that could, for example,de-
terminetheidenti er andspeci cationof thenetwork prop-
erties,whenexplicit groupmanagemeris used).Chordis
anexampleof atightly coupledoverlaynetwork. In loosely
coupledoverlaynetworksdifferentoverlaygraphsasecn
the samespeci cation (e.g.,usingimplicit groupmanage-
ment)canevolve, meige, or split. GnutellaandP-Gridare
examplesof looselycoupledoverlaynetworks.

The approacho implicitly managegroupsof peerspar
ticipatingin thesameoverlaynetwork suggestsa moregen-
eralview of how groupsof peersconstructingoverlay net-
works may work together In orderto interact,it is in fact
not necessaryhat the type of overlay network is exactly
thesamebut it maybe sufcient thatthe speci cationsare
compatible.This approacicanbe obsenedfor someprac-

tical overlayssystemssuchasGnutella. Multiple versions
of overlay protocolscanwork togetheranddifferentpeers
mayusedifferentpolicies,e.g.,with respecto network con-
nectuity.

For characterizingthe possibilities of interoperability
amongpeersparticipatingin differentoverlay networks
and , we cansystematicallycomparethe speci cations
of the networks. We assumehat at the level of protocols,

and arecompatibleby following the API de ned in
Section3 andusingcompatibleprotocolmessagesThisis
apurely syntacticagreementThe classi cationof interop-
erability followstheconceptslescribedn Section2 andwe
candistinguishthe following levels of structuralinteroper
ability:

Compatiblddenti ers: Theidenti er spaces and
arethesameor canberelatedo eachotherby applying
a transformation.Thenfor identi ers in ,
peersfromboth  and canroutemessagew the
resourcesdenti ed by . Routingwould be processed
independentlyn and . Thuspeerscanplay the
role of gatavaysamongdifferentoverlay networks.
Compatibleldenti er Spaces:If additionallythe dis-
tancefunctions(possiblyafter applyinga transforma-
tion) are compatible,peersfrom may use peers
from (and vice versa)and their knowledge on
neighborgo integratetheminto their own routing ta-
bles.

CompatibleStructues: If additionally the structural
constraintof two overlaynetworksarein a subsump-
tion relationship,i.e., one of the overlay networks is
moreconstrainedbut compatiblewith themoregeneral
overlay network, peersof the more constrainedhet-
work may participateas peersin the lessconstrained
network by adoptingthe routing and maintenancel-
gorithmsof thelessconstrainedhetwork.

An importantopenissue,when exploiting theseforms
of structuralinteroperability arethe effects on the perfor
manceof theroutingandmaintenancenechanismandthe
impacton certainstructuralpropertiesof the overlay net-
works, suchas distributional properties. Thesequestions
arecloselyrelatedto the studyof overlaynetworksbuilt by
peerswith highly heterogeneoussourcesa topic which
hasbeenstudiedonly to averylimited degreesofar.

5 Validation of the referencearchitecture

In this sectionwe will briey describekey aspects
of a representatie set of overlay networks—Chord[18],
DKS [4], LAND [3], P-Grid [1], Pastry [17], Sym-
phory [13], Freenef5], andGnutella[6]—in termsof our
architectureto demonstratets validity. Additionally, we
provide a brief qualitatve comparisorof the systems.



5.1 Identier Space

Theidenti er spacesrevery similarfor all logarithmic-
style overlay networks (LAND, P-Grid, Chord, Pastry
Symphory, etc.). In theseapproacheglenti ers arechosen
fromanalphabetvith radixb, e.g., for P-Grid,Chord,
and Sympholty, for Pastry Someof themlimit the
identi er length,e.g.,Pastryuses128-bit, ChordandDKS
usel60-bitlengthidenti ers, whereasn P-Grididenti ers
canbe of arbitrarylength. A similar distancefunction is
sharedby all of theseoverlays,thoughtherearesomesub-
tle differences.In P-Grid, LAND, Pastry and Sympholy
thedistance of two identi ers  (of length ) and
(of length ) is

Note thatin Pastry's case
is symmetricas
P-Grid,

, andfor thesesystems
. For example,in

The identi er spacein Chord is not symmetric, i.e.,
canbede ned as

Thus
but

In Freenethe situationis slightly different. Dueto the
way Freeneidenti es nodesjt usesan -dimensionall60-
bit identi er space. dependson the dataitems a peer
stores,but usually betweentwo Freenet
peersis the Euclideandistancein this multidimensional
space.

5.2 Mapping to the Identi er Space

Mapping of peers: Thekey differenceamongthe over-
layswith respecto thismappings whethetthevirtual iden-
ti er is assignedo a peerrandomlyor the peeradoptsthe
identi er dependingon ervironmentconditions,e.g., de-
pendingon the dataa peerandits neighboringpeersstore.
In Chord,LAND, Pastry andSympholy thevirtual identi-
er is generatedisingsomerandomfunctionandassigned
to a peeruponjoining the overlay and remainsstable. In
DKS identi ers canbemappedrderpreservinghbasecn
their domainname,e.g.,lexicographicordering,to ensure

thatnodesin the sameorganizationaldlomainarelogically
closein theidenti er space.

Most of the logarithmic-styleoverlay approachedike
Chord, LAND, Pastry Sympholy, or P-Grid have a one-
dimensionalidenti er space. In Chord, LAND, and Pas-
try identi ers are assignedby hashingthe nodes IP ad-
dressusing SHA-1. In contrast,in P-Grid eachpeerini-
tially is responsibldor the whole identi er spaceandhas
anemptyidenti er which grows bit by bit in thelifetime of
the peerdependingon which otherpeersit encountersand
whattype of datathey andthe peeritself store. Similarly
in Freeneteachnodeassignstself anidenti er vectorof
size , consistingof 160-bitelementsepresentinghe
identi ers of dataitemsthe peerstores. Additionally, the
identi er of a Freenetpeerchangeduring its lifetime de-
pendingon the queriesit handles. Thusthe identi ers in
P-GridandFreenetdynamicallychangewhereasn Chord,
LAND, Pastry andSympholy they arestatic.

Mapping of resources: Mapping of resources(data
items) is done similarly to mapping peers. Usually it
is done by hashinga datakey, e.g., the lename, with
SHA-1 (Chord, LAND, Pastry Freenet). While this im-
plicitly distributesthe assigneddenti ers uniformly in the
identi er spaceandthusprovidesa simpleload-balancing
mechanismjt destrgs the semanticsof keys, e.g., their
application-speci cclustering,which can be exploited to
provide ef cient dataaccess.To preventthis, P-Grid, for
example,usesa pre x-preservinghashfunction, i.e.,

. Thishasadwantagesn queryprocessing
but requiresanadditionalandmorecomplex load-balancing
strat@y. It is crucialthatthis mappingof resourcess deter
ministic, static,andglobally known.

5.3 Managementof Identi er Space

In P-Grid eachpeeris responsibldfor resourceidenti-
ers that sharethe largestcommonpre x with the peers
identi er, i.e., aresourcddenti er is managedy the peer
with theclosesidenti er in termsof P-Grid'sdistancdunc-
tion. For example,peer‘0011” is responsibldor resource
identi er “001110101",if no peerwith a longercommon
pre x exists. Thesituationin Freeneis very similar: Each
peeris responsibldor theresourcedenti ers whicharenu-
merically closestto oneof the peers elementsn its vector
identi er. Also in LAND, Pastry and Symphoty a simi-
lar conditionapplies. Dataitemsare managedy the peer
with the closestidenti er. For example,identi er “2A83”
will be managedy peer“2A84” if no peers*2A82” and
“2A83" exist. As Chord's andDKS's identi er spacesare
asymmetricthe situationis slightly different. A peeris re-
sponsiblefor all identi ers in the interval betweenits own
identi er andthe identi er of its predecessoon the ring.
In all theseapproachetheresponsibilityof a peermay dy-
namically changedueto arrivals or departureof peersin



theoverlay.
5.4 Graph Embedding

It has already been shavn that peerscooperatingin
Freenetevolve the graphinto a small-world graph. For
logarithmic-styleoverlay approacheq9] shaws that these
approachesorm graphsaccordingto Kleinberg's small-
world principles[12]. It is proventhatsuchgraphsbelong
to the specialclassof “routing ef cient” small-world net-
works wheredecentralizedgreedysearchalgorithmspro-
vide the bestperformance.Therefore,conceptuallyall of
theseapproachebuild similar small-world graphswith cer
tain constraintsfor eachcase. E.g., Symphory by its na-
tureof constructiorformsasmall-world graph.In theother
logarithmic-styleoverlaycasesachpeer viewstheiden-
ti er spaceaspartitionedin partitionswhereeach
partitionis timesbiggerthanthe previous one ( is the
radix of the identi er alphabet). Theroutingtableof in
suchsystemscontains links to somenodesfrom
eachpartition. In Chord's casethe chosennode will be
the one with the smallestidenti er of the given partition,
while PastryandP-Grid useary randomnodein the parti-
tion, whichis amorerelaxedconstraint.

5.5 Gnutella

Gnutellas underlying paradigmhas major conceptual
differencexomparedo the structuredoverlay systemse-
scribedabove. Despiteits simplicity, the descriptionof
Gnutellais not trivial. On the surface, it may seemthat
Gnutellahasnoidenti er spaceandno mappingsaredone.
But thenit would be impossibleto describeGnutellaasa
graphembeddedn anidenti er space. Neverthelesswe
can assumethat peersin Gnutellaexist in an Euclidean
identi er space and eachpeerassignsitself a random
identi er . Thenwe assumehateachpeeris responsi-
blefor thewholeidenti er spaceandthereforeit is notnec-
essaryto mapresourcego the identi er space.Addition-
ally, eachpeerchoosedour randomneighbors Givensuch
conditionsand Gnutellas routing and maintenancestrate-
gies, the peersform a small-world graphin the identi er
space. As this graphhasa very low diameterof approxi-
mately , constrainedooding for searchworks ef-
ciently in termsof lateng. This shawvs thatalsoGnutella
ts our conceptuamodelof overlaynetworks.

6 RelatedWork

Althoughalarge numberof overlay networkshave been
devised,only very few works on unifying architecturegx-
ist. The closestones,JXTA [10] and Dabeket al. [7]
have alreadybeendiscussedn the introduction. In are-
centwork the structuralpropertiesof a subclasf overlay

networks have beencharacterizetby usingalgebraicmeth-
ods(Cayley graphs)[15]. This work is complementaras
it could be usedto formulatemore speci ¢ constraintson
the structureof overlay networks within our architectural
framework. In [11] classi cationsfor structuredoverlay
networks, e.g.,deterministicandrandomizechetworks,are
introduced. Theseclassi cationscorrespondo different
constraintsthat we can capturein our conceptuaimodel.
To bestof ourknowledge no otherproposaldor anoverlay
network referencearchitecturesxist.

7 Future Work

Thereferencearchitectureaspresentedofarfocuseson
the mostrelevant functional and non-functionalproperties
of overlay networks. However, thereare somedesignas-
pectsof overlay networks which we could not discussin
detaildueto spaceconstraints.

As alreadymentionedin Section2, overlay networks
highly dependon the propercooperationof their partici-
pants,i.e., participantshave to be trustedto performnon-
maliciously routecorrectly returnunaltereddata,etc. This
is a key assumptiorunderlyingall overlay networks. In
eachapproacha minimum percentagef the peerpopula-
tion hasto be trustworthy for the systemto function prop-
erly and there are signi cant differencesin the way how
overlayshandletrust, i.e., they arevulnerableto different
extents. A numberof approache$o secureroutingandas-
sessinghe reputationof peersexist alreadybut have only
beenintegratedinto currentoverlay networks to a limited
extent. As partof our futurework we will detailour archi-
tecturein this respecto comeup with a systematianodel
to describeand classify trust andreputationapproachein
currentoverlaynetworks.

Additionally, therearesomeareaswhich requirefurther
researchio extendthe applicability of our referencearchi-
tecture.At the momentwe have validatedour referencear-
chitectureagainst‘classical” overlay approacheandsome
recentsystems. It will be part of our future work to de-
scribea largernumberof systemsn termsof our architec-
ture and include also more of the mostrecentsystemsto
further validateit. This will alsoinclude qualitatve com-
parisonsof existing approachesgo describein which as-
pectsthe systemdiffer andwhich settingsthey cover best.
We arecon dent thatthe architecturewill only requiremi-
nor adjustmentsas mostrecentsystemare either variants
of “classical’approachesr focuson onespeci c property
for example,BitTorrentwhich focusesmainly on ef cient
distribution while putting other P2Paspectanoreinto the
background.

Sofar our modelis primarily targetedat understanding
andanalyzingoverlay networks. An interestingrelatedas-
pect,however, is to investigatevhetherandhow our model
can be appliedto detectdesignweaknesseand therefore



might be usedto improve speci ¢ system=r may evenen-
ableusto provide generakuggestionfor improvements.
Anotherline of future efforts will dealwith providing a
referencemplementatiorof our architecture.Besidesbe-
ing applicableasan introductionto the P2P paradigmand
being usablefor classi cation purposesthis implementa-
tion andanarchitecturesimulatorwould thenbe a platform
which researchersould useto plug in new approachesr
testvariantsof existing approachesr would be ableto un-
derstandthe effects of certain systemand ervironmental
parameterin experimentsandvalidatethe performanceof
their changesagainstthe referencearchitecture.As a rst
stepin this directionwe have alreadychangedhe imple-
mentationof someoverlay approacheso matchour refer
encearchitecturendhavede nedareferenceé\Pl to enable
interoperabilityamongdifferentoverlay networks.

8 Conclusions

Basedon a stringentanalysisof currentoverlay net-
works, we discusse@ndformally describedhekey design
aspectsn this domain. We then usedour assessment®
de ne areferencerchitecturdor overlay networks specif-
ically addressingAPI andinteroperabilityaspects.To the
bestof our knawledgethis is the rst referencearchitec-
turefor overlaynetworkswhichincludesaformal codi ca-
tion andde nition of all designaspectsPrevious attempts
have focusedon high-level componentaspectsor on low-
level API issueor onthecomparisorof functionalities but
noneof theseworks hasproperlyaddressethe “internals”
of overlay networks in a formal way so far. To validate
thecorrectnesandgenerabpplicabilityof ourapproactwe
appliedit to modelarepresentatie setof overlaynetworks.
Ourreferencarchitectureestablishea standardizegocab-
ularyandfacilitatestheassessmeiif propertiesof overlays
for qualitatve comparisonand can sene as the basisfor
the de nition of a standardizedAPI. A standardizedAPI
bacledup by well-foundedabstractiongspresentedh this
paperwill enable ne-grained interoperabilityamonghet-
erogeneousverlaynetworkswhichwasoneof our primary
goalsin thede nition of the architecture As a rst stepin
this directionwe have alreadychangedhe implementation
of someoverlay approacheso matchour referencearchi-
tectureand have de ned a referenceAPI which is already
beingappliedin threeEU projectsto enablanteroperability
amongdifferentoverlaynetworks.
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