
The essenceof P2P:A referencearchitecture for overlay networks
�

Karl Aberer
�

, Luc OnanaAlima
�

, Ali Ghodsi
�

, SarunasGirdzijauskas
�

, SeifHaridi
�

, ManfredHauswirth
�

�

EcolePolytechniqueFéd́eralede
Lausanne(EPFL)

CH-1015Lausanne,Switzerland

�

Universit́edeMons-Hainaut
(UMH)

B-7000Mons,Belgique

�

SwedishInstituteof Computer
Science(KTH)

S-16429Kista,Sweden

Abstract

Thesuccessof theP2Pideahascreateda hugediversity
of approaches,amongwhichoverlaynetworks,for example,
Gnutella,Kazaa,Chord, Pastry, Tapestry, P-Grid, or DKS,
havereceivedspeci�c attentionfrom both developers and
researchers. A widevarietyof algorithms,datastructures,
and architectureshavebeenproposed.The terminologies
andabstractionsused,however, havebecomequite incon-
sistentsincethe P2P paradigmhasattractedpeoplefrom
many different communities,e.g., networking, databases,
distributedsystems,graph theory, complexity theory, biol-
ogy, etc. In this paperwe proposea referencemodelfor
overlaynetworkswhich is capableof modelingdifferentap-
proachesin this domainin a genericmanner. It is intended
to allow researchers and users to assessthe propertiesof
concretesystems,to establisha commonvocabulary for sci-
enti�c discussion,to facilitatethequalitativecomparisonof
the systems,and to serveas the basisfor de�ning a stan-
dardizedAPI to makeoverlaynetworksinteroperable.

1 Intr oduction

P2Pis not a new paradigmandin facthasalreadybeen
appliedin theoriginal Internet'sdesign,for example,in ba-
sic Internetroutingor in applicationssuchasUsenetNews.
Whatis new, however, is its broadapplicationto all system
layersandto new applicationdomains.Most prominently,
the P2Papproachhasbeenapplied for resourcelocation
by building so-calledoverlay networks, suchas Gnutella,
Freenet,Pastry, P-Grid, or DKS, on top of a physicalnet-
work. Basically all theseoverlay networks provide a re-
sourcelocationservicesupportingapplicationspeci�c iden-
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ti�ers. On topof this resourcelocationservicedifferentap-
plicationservicescanberealized,suchasdatamanagement
(search,insert,update,etc.). In principle,distributedappli-
cationservicescouldalsousedirectlythephysicalnetwork-
ing layer for managingtheir resources,but usingan over-
lay network hasthe advantageof supportingapplication-
speci�c identi�ers andsemanticrouting,andoffersthepos-
sibility to provide additional,genericservicesfor support-
ing network maintenance,authentication,trust, etc.,all of
which would be very hardto integrateinto andsupportat
thenetworking layer. Theintroductionof overlaynetworks
andself-managementat the service-level areprobablythe
essentialinnovationsof P2Psystems.

A wide rangeof algorithms,structures,and architec-
turesfor overlaynetworkshavebeenproposedalready, inte-
gratingknowledgefrom many differentcommunities,such
as networking, distributed systems,databases,graph the-
ory, agentsystems,complex sytems,etc. The terminolo-
giesandabstractionsused,however, arequite inconsistent,
which makes it very hard to assessand comparediffer-
ent approaches.Only a few relevant attemptsto remedy
this situation exist so far. For example, JXTA [10] de-
�nes a 3-layer architecture(kernel, services,application),
XML-basedcommunicationprotocols,and basicabstrac-
tions,suchaspeergroups,pipes,andadvertisements.JXTA
intendsto provideauniformprogrammingplatformfor P2P
applicationsandfacilitateinteroperability. It provideswell-
structuredAPIs anda clearseparationof concernsin its ar-
chitecturebut doesnot meanto describethestructuraland
functionalpropertiesof overlay networks aswe do in this
paper. Ourwork andJXTA arethuscomplementary.

Dabeket al. [7] proposea commonAPI for structured
overlays,basicallyfor CAN [16], Chord[18], Pastry[17],
andTapestry[20]. The API only takes into accountstruc-
tured overlaysand the usedabstractionare at a very low
level (C programminginterfacelevel), so thatusingit asa
generalarchitecturefor modelingoverlay networks is not
possible.

In thispaperwethusproposeareferencemodelfor over-
lay networkswhich is capableof modelingall existing ap-



proachesin this domain. We focuson decentralizedover-
lay networkssuchasGnutella[6], Freenet[5], CAN [16],
Chord[18], P-Grid [1], DKS [4], etc., as this classis the
mostrelevantone.Froma modelingpoint of view, central-
izedP2Psystems, suchasNapster, aresimply client-server
architectureswheretheparticipantscandirectly communi-
cateafteradiscoveryphase(similar to aDNSnamelookup
and then contactinga web server, for example). Hierar-
chical P2P systemssuchas Kazaa,basicallyconsistof a
decentralizedoverlay network of super-peersfor locating
resourcesthat are usedby the normal peers. Thus these
systemcanbemodeledby our proposedmodelwith anad-
ditionalclient-serverstepwhencontactinga super-peer.

Our modelis intendedto supporttheassessmentof sys-
temproperties,establishesacommonvocabulary, facilitates
the qualitative comparisonof the systems,and can serve
asthebasisfor de�ning a standardizedAPI to make over-
lay networksinteroperable.Themajorcontributionsof our
modelare(1) a conceptualmodelcapturingtheconceptof
embeddinga graph into a virtual identi�er space,which
is fundamentalfor all overlay networks and (2) a well-
de�ned peer architecturecomprisinguser-level interfaces
for applicationswanting to usethe overlay, interfacesfor
intra-network communicationamonghomogeneouspeers,
andinterfacesfor cooperationamongheterogeneousover-
lay networks.

2 ConceptualModel for Overlay Networks

In any overlaynetwork a groupof peers� providesac-
cessto a set of resources� by mapping � and � to an
(application-speci�c)identi�er space� usingtwo functions

�
	��

��
�� and
�����

��
�� . Thesemappingsestab-
lish an associationof resourcesto peersusinga closeness
metric on the identi�er space.To enableaccessfrom any
peerto any resourcea logical network is built, i.e., a graph
is embeddedinto theidenti�er space.Thesebasicconcepts
of overlaynetworksaredepictedin Figure1.
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Universe of overlays
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Figure 1. Overlay netw ork design decisions

Eachspeci�c overlaynetwork is characterizedby thede-
cisionsmadeon thefollowing six key designaspects:

1. choiceof anidenti�er space
2. mappingof resourcesandpeersto theidenti�er space
3. managementof theidenti�er spaceby thepeers
4. graphembedding(structureof thelogical network)
5. routingstrategy
6. maintenancestrategy

In taking thesedesigndecisionsthe following key re-
quirementsfor overlaynetworksareaddressed:

Ef�ciency : Routingshouldincur a minimumnumberof
overlay hops(with minimum “physical” distance)andthe
bandwidth(numberandsizeof messages)for constructing
andmaintainingtheoverlayshouldbekeptminimal.

Scalability: The conceptof scalability includesmany
aspects.We focuson numericalscalability, i.e., very large
numbersof participatingpeerswithout signi�cant perfor-
mancedegradation.

Self-organization: The lack of centralizedcontrol and
frequentchangesin thesetof participatingpeersrequiresa
certaindegreeof self-organization,i.e., in the presenceof
churn theoverlaynetwork shouldself-recon�gureitself to-
wardsstablecon�gurations.This is a stabilizationrequire-
mentasexternalinterventiontypically is notpossible.

Fault-tolerance: Participatingnodesandnetwork links
canfail at any time. Still all resourcesshouldbeaccessible
from all peers.This is typically achievedby someform of
redundancy. This is alsoa stabilizationrequirementfor the
samereasonasabove. Fault-toleranceimpliesthat thepar-
tial failure propertyof distributedsystems[19] is satis�ed,
i.e.,evenif partsof theoverlaynetwork ceaseoperation,the
overlaynetwork shouldstill providesanacceptableservice.

Cooperation: Overlaynetworksdependonthecoopera-
tion of theparticipants,i.e., they have to trustthatthepeers
they interactwith behaveproperlyin respectto routing,ex-
changeof index information,quality of service,etc.

In thefollowing we will providedetailedformalspeci�-
cationsfor thesekey designconceptsof overlay networks
and discussthe issuesrelated to the requirementslisted
above.

2.1 Choiceof Identi�er Space

A centraldecisionin designinganoverlaynetwork is the
selectionof thevirtual identi�er space� which hasto pos-
sesssomeclosenessmetric �

�

������
�� , where � de-
notesthesetof realnumbers.� mustsatisfyproperties1–3
below andif possibleshouldsatisfyproperties4–5.
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is ametric
space.However, in many casesonly the �rst threeproper-



ties will be satis�ed. In this casewe call ";�

�

�

%

a pseudo-
metricspace.

Thechoiceof thevirtual identi�er spaceis importantfor
severalreasons:

< Addressing:The identi�er spaceplays the role of an
addressspaceused for identifying resourcesin the
overlay network. Eachpeerandresourcein an over-
lay network receivesa virtual identi�er taken from �

(explicitly or implicitly).
< Scalability: To supportvery large systems,� hasto

bevery large. Througha mapping
�=	

eachpeerwith
a physicaladdressin � is assigneda virtual identi�er
from � . This is anapplicationof thewell-known prin-
cipleof indirectionfor achievingnumericalscalability.

< Location-independence:The virtual identi�er space
allows peersto communicatewhich eachother irre-
spective of their actual physical location. This ad-
dressesphysicaladdresschangesandenablesmobility.

< Clusteringof resourceswith peers: Theclosenessmet-
ric � enablesthe clusteringof resourceswith peers
basedon proximity. This is discussedin detail in Sec-
tion 2.3.

< Message routing: Virtual identi�ers andthecloseness
metric � areessentialfor realizingef�cient routing.

< Preservationof application semantics: As virtual
identi�ers can be de�ned in an application-speci�c
way, applicationsemantics,for example,“proximity”
of resources(clustering),canbepreserved.

Examples: CAN [16] usesa Euclideanspacewith vir-
tual identi�ers being coordinatesin this space. The dis-
tancefunction � is theEuclideandistance.P-Grid [1] uses
apre�x-preservinghashfunctiononstrings,i.e.,
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(
E

denoteslexicographicorder). Identi�ers in P-Grid are
bit stringsand � is de�ned as(for a L -bit identi�er M andan

N

-bit identi�er O ):
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while in Chord[18] andDKS [4] theidenti�er spaceis a
subsetof thenaturalnumbersof size s and
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2.2 Mapping to the Identi�er Space

The mapping
�=	��

�|
 � associatespeerswith a
uniquevirtual identi�er from � . Dif ferentapproachescan
be distinguishedby the propertiesof the chosenfunctions

�
	

:

< Completeness:
��	

maybecompleteor partial. When
� 	

is partial,peersmight (temporarily)not beassoci-
atedwith anidenti�er.

< Morphism:If no replication(for fault-tolerance)is re-
quired,

��	

will beone-to-one(injective), i.e.,
�7}�� ~e!

�

� }0• ,€~•1 ��	

"

}�%‚• , ��	

"

~V%

. However, themore
typical caseis that thesystemusesreplicationandthe
mappingis not injective.

< Dynamicity:
� 	

canbe eitherstaticallyde�ned, e.g.,
by its physicaladdressor other uniqueattributes,or
dynamicallychangeovertime. In orderto simplify our
notations,in thefollowing we will focuson thestruc-
tural aspectsand will not explicitly representtime-
dependency in our notations.

Additionally,
��	

maysatisfycertaindistributionalprop-
erties,for example,thattherangeof valuesof

� 	

followsa
certaindistribution in space� , e.g.,uniform. Suchproper-
tiesmaythenbeexploited,for example,for loadbalancing.
The properties

��	

satis�es will be denotedas ƒ\„†… in the
following.

The mapping
�=�‡�

�ˆ
‰� associatesresourceswith
identi�ers from � . Thechoiceof this mappingcanbecrit-
ical for theapplicationusingthe resources.Typically “se-
mantic closeness”of resources,e.g., resourcesfrequently
requestedjointly, canbetranslatedinto closenessof identi-
�ers. Thusthepossibilityof usingapplication-speci�ciden-
ti�ers is takingadvantageof this. If theresourcesshouldbe
identi�ed uniquely,

�=�

hasto beinjective. Thedistribution
of identi�ers generatedby

�
�

hasan importantimpacton
the load-balancingpropertiesof the overlay network em-
beddedinto thespace� .

Examples: A standardexamplefor
�

	

and
�

�

is a uni-
form hashingfunction as,e.g., usedby Chord [18]. This
will generateauniformdistributionof peersontheidenti�er
spaceandimplicitly providesload-balancingasalsothere-
sourceidenti�ers areuniformly distributed.However, clus-
teringof informationwill not be possibleandthushigher-
level searchpredicatessuchasrangequerieswill beexpen-
sive to process.P-Grid's mappingfunctionson the other
handsupportsclusteringbut thusrequiresanexplicit load-
balancingstrategy.

2.3 Managementof the Identi�er Space

At any point in time, � is managedby thesetof current
peers� . Theresponsibilityfor peersfor speci�c identi�ers
is capturedby a function Š

�

�‹
ˆŒV• , which associates
with eachidenti�er of a resourceŽ , •

,
�=�

"kŽ

%+!

� , the
setof peersthat aremanagingŽ . Through Š , eachpeer

}

is assignedresponsibilityfor the set ŠJ•

@

"

}#%

of identi-
�ers. Locatinga resourceŽ correspondsto �nding apeerin

ŠJ"

�
�

"‘Ž

%$%

. Thelookupoperationof overlaynetworkstyp-
ically providesan implementationof Š throughrouting.
We mayidentify variousbasicpropertiesfor Š :



< Completeness:Š maybecompleteor partial. When
Š is incomplete,identi�ers might (temporarily)not
beassociatedwith a peer. Typically themappingwill
becomplete,suchthateachpointof theidenti�er space
is undertheresponsibilityof somepeers,i.e.,
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< Cardinality: To provide fault-tolerance,Š typically
containsmorethanoneelement,i.e., a setof peersis
responsiblefor managingeachidenti�er.

<

Š inducedby proximity: A standardway to specify
Š is that identi�ers areassociatedwith their closest
peers,i.e.,
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< Dynamicity: Š typically changesdynamicallyasthe
setof peersandtheir mappingto the identi�er space
changes.

< Uniformity of replication: The cardinality of Š

(which correspondsto the degreeof replication)may
be constantor uniformly distributed to ensurecom-
parableavailability of resources. Non-uniform dis-
tributionscanbe usedto adaptthe availability of re-
sourcesto applicationrequirements,e.g.,popularityof
resources.

In thefollowing, ƒ\š denotesthepropertiesŠ satis�es.
Examples: In Chorda peerwith virtual identi�er M is re-
sponsiblefor theinterval "

}
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In P-Grid a peerwith a L -bit path M is responsiblefor all
identi�ers in theinterval
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2.4 Graph Embedding

An overlaynetwork canbemodeledasadirectedgraph,
«

,

"¬�

� ­
%

, where� denotesthesetof vertices(i.e.,peers)
and

­

denotesthe set of edges. Due to the dynamicsin
overlay networks,

«

is time-dependent,but as beforewe
will not explicitly denotethis. By virtue of this graphwe
de�ne a neighborhoodrelationship®

�

�¯
°Œ
• , suchthat

for a givenpeer
}

, ®±"

}�%

is thesetof peerswith whichpeer
}

maintainsaconnection,i.e., thereis adirectededge"

}
� ~V%

in
­

for
~²!

®±"

}#%

.
The propertiesof the overlay network relateto proper-

tiesof thedirectedgraphgeneratedby ® andto theproper-
tiesof theembeddingof thegraphinto the(pseudo-)metric
space"©�

�

�

%

. Purelystructuralpropertiesof the graphcan
befurtherdistinguishedinto localandglobalproperties,i.e.,
whetherthey relateto localcharacteristicsof graphnodesor
to globalcharacteristicsof thegraph.Typical globalprop-
ertiesof thegrapharethefollowing:

< Uniqueness:For deterministicsystems,e.g., Chord,
DKS, for agivenset � andmapping

� 	

only onevalid
network ® exists. In randomizedsystemssuchasP-
Grid andrandomizedChord,multiplevalid ® arepos-
sible.

< Graph diameter: A small diameterprovides lower
boundson thelatency of routingin thenetwork.

< Connectivity: Someoverlaynetwork approachesmay
requirethattheoverlaygraphis connectedatany time.

< Distributionalproperties:Thesearetypically distribu-
tional propertiesof nodedegrees.A frequentlyoccur-
ring classof graphsarepower-law graphs[14]. Other
distributionalpropertiesrelateto theclusteringcoef�-
cientof thegraph.

Typical localpropertiesof thegraphinclude:
< Minimal out-degree:This propertyis bene�cial to en-

surefault-tolerance,whenmany neighborsfail.
< Maximalout-degree: This propertyis relevant for en-

suring boundedmaintenancecost for connectionsto
otherpeers.

< Distributional propertiesof in-degree: Thesearerele-
vantfor loadbalancingin themessageforwarding.

More complex propertiesrefer to relationshipsof the
graphstructureto thedistancefunction.Theserelationships
aretightly intertwinedwith thestrategy for ef�cient routing
in anoverlaynetwork. Typicalexamplesof suchconstraints
are:

< Local connectivity: This propertyensuresthat peers
areconnectedto somespeci�c subsetof their immedi-
ateneighbors.An exampleof sucharequirementfor a
givenpeer

}

wouldbe
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< Long-range connectivity: Many overlay network de-
signsarestructurallysimilar to small-world graphsas
introducedby Kleinberg [12]. Thesegraphsarecon-
structedsuchthat long rangeconnectionssatisfy the
condition¶‚·
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where � is the dimensionalityof the identi�er space.
Many overlay networks satisfymore strict variations
of this condition.

Theproperties® satis�esaredenotedby ƒœ» in thefol-
lowing. At thispointweareableto completelycharacterize
thestructuralaspectsof overlaynetworksby thefollowing
de�nition:

De�nition. Thestructureof anoverlaynetwork ¼

!¾½

for a setof peers� is givenby
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2.5 Routing Strategy

Thebasicserviceanoverlaynetwork providesis to route
a requestfor an identi�er • to a peer

}�À

responsiblefor it,
i.e.,

}#À6!

ŠJ"‘•

%

. Routingis a distributedprocessusingthe
overlay network. We model it by asynchronousmessage
passing: Ž

yRÁ4Â

›7"

}��

•

� x“%

forwardsa message
x

to a peer
}

responsiblefor • . A routingstrategy canbedescribedby a
potentiallynon-deterministicfunction �

�

�Ã�+�€
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,
whichselectsatagivenpeer
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with neighborhood®±"
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for
a target identi�er • the (setof) next peers�Ä"
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,
to which the messageis forwarded. In structuredoverlay
networksroutingtypically is greedy, i.e.,
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. Somesystemssatisfyweaker conditions,
e.g.,in Pastry,
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In unstructuredoverlaynetworks theset �Ä"

}��
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may con-
tainseveralpeers.

Propertiesof routing algorithms are characterizedby
their associatedcostmeasures,suchaslatency, numberof
hops,andprobability of successfulrouting. Given a rout-
ing algorithm togetherwith an overlay network structure
the propertiesregardingthe expectedusageof the peers'
resourcescanbeanalyzed.

2.6 MaintenanceStrategy

Participationof peersin anoverlaynetwork dynamically
changesover time. Eachpeercanfreely decideto join or
leave an overlay network at any time. Thesechanges,re-
ferred to as churn in the literature,can happenquite fre-
quently. To maintainthe structuralintegrity of an overlay
network amaintenancestrategyis required,whichcompen-
satesfor changesto thenetworkstructuredueto peersgoing
of�ine or failureof network connections.

In all overlaynetworks, joining thenetwork is doneex-
plicitly by a join operation,whereasleaving typically is im-
plicit aspeersmay simply go of�ine or crashor their net-
work connectionmaydrop.Regardlesswhetherpeersleave
gracefullyor not,changesin theparticipationin anoverlay
network typically requiretheapplicationof a maintenance
strategy. Asidefrom accesscontrolaspects,i.e., who is al-
lowed to participate,this basicallyrequiresto repair rout-
ing tableswhich have beeninvalidateddue to churn, i.e.,
to maintainthe connectivity of the underlyinggraph [8].
Maintenancestrategiescanbe classi�ed [2] into proactive
correction(PC)usingperiodicprobingor heartbeatsto re-
pairinconsistencies,andreactivemechanisms, with thesub-
categoriescorrectionon use(CoU), e.g.,P-GridandDKS,
correctionon failure (CoF),e.g.,P-Grid,andcorrectionon
change(CoC),e.g.,Chord.

The practicalusability of an overlay network critically
dependson theef�ciency of themaintenancestrategy. The
goal is to maintaina “suf�cient” level of consistency while
minimizing effort. Sincea dynamicallyevolving overlay
network ontopof adynamicallychangingphysicalnetwork
is a complex dynamicalsystem,the goal is to arrive at a
stabledynamicequilibriumfor avarietyof conditionswhile
guaranteeingsuccessfulrouting.

2.7 Other Properties

Therearea numberof further propertieswhich we can
only brie�y mentionheredueto spacelimitations.

Constraints,suchasthoseintroducedin theprevioussec-
tions,canbe guaranteedat differentlevelsof strictness:If
theconstraintsarevalid all the time, they areinvariantsof
thesystem;if theconstraintshold eventually, they maybe
satis�ed after self-stabilizationof the systeminducedby
changesto the systemsstate;if the constraintshold prob-
abilistically, they aresatis�edwith aspeci�c probabilityei-
therall thetimeor eventually.

By taking into accountthe physical characteristicsof
peers,suchastheir network location, their storagecapac-
ity, etc.,additionalpropertiescanbespeci�edwhich arein
particularusefulto obtaininsightsandcontrolover theper-
formancecharacteristicsof theoverlaynetwork, for exam-
ple,ef�ciency of routingandreliability of thenetwork. An
importantexampleof sucha propertyis locality of routing.
A possibleformulationof suchapropertyis aconstrainton
thestretchintroducedby theoverlaynetwork, i.e., that the
physicaldistanceof thepathtraversedto reacha nodedoes
not exceedthe distanceof the shortestphysicalpathby a
givenstretchfactor.

3 Referencearchitecture

From an application-orientedperspective, any middle-
waretechnology—andweseeP2Psystemsandspeci�cally
overlaynetworksasa form of middleware—shouldprovide
powerful andeasyto useabstractionsthathideimplementa-
tion detailsasmuchaspossiblefrom theuser/implementer
while offering enoughcontrol andaccessoptionsto actu-
ally meetapplicationrequirements.Additionally, the ab-
stractionsshouldbe de�ned in a way that the concretein-
frastructureimplementingthemiddlewarefunctionalitycan
bereplacedwithout requiringto rewrite code.

Given thesegoals,we seeP2Psystemsbasedon over-
lay networksaslayeredsystemsasdepictedin in Figure2
(for a singlenode). From a user's perspective a P2Psys-
tem facilitatesto realizea speci�c applicationby sharing
resourceswith otherusersandusingservicesprovided by
theP2Player. Oneparticularlyimportantexampleof such
aserviceis P2Pdatastorage,whichallowsto insert,search,
andaccessdataitems. This serviceaswell astheapplica-
tions take advantageof thebasicresourcelocationservice



providedby theP2Pbasiclayerthatimplementstheoverlay
network.

P2P basic
P2P storage 

Application

Network (TCP/IP)

Figure 2. Layered architecture view

This simple layeredarchitecturesupportsseparationof
concernbetweentheapplicationlayer, thegenericservices
of aP2Psystemandthebasicoverlaynetwork of aP2Psys-
tem. It facilitatesto replacea speci�c implementationof a
P2Psystem,or selectedservicesandlayers,that an appli-
cationis usingby alternative implementations.In orderto
supportthis form of modularityit is importantto providea
standardizedspeci�cationof the interfacesamongthe lay-
ers. In Figure3 we provide a classdiagramthat provides
thecoreof suchaninterfacespeci�cation.It is basedonthe
conceptualmodelwe have introducedin Section2.
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Figure 3. Conceptual decomposition

Overlaynetworksarebasedontheembeddingof agraph
into anIdenti�er Spacewhich providesa closenessmetric.
EachPeer is mappedinto this space,i.e., it is assignedan
Identi�er from the virtual identi�er space,which de�nes
its currentposition in this spaceand (indirectly) the sub-
set of identi�ers the peer is responsiblefor as described
in Sections2.2 and 2.3. Note that a peer's position can
changeover time. How the partitioning of the identi�er
spaceis done,i.e.,how a nodeis assigneda coordinateand
responsibility, is subjectto the speci�c overlay approach.
A Peer is uniquely identi�ed by an immutablename(im-
mutableName)andmaintainsa neighborhood(neighbors),
i.e., referencesto otherpeers(PeerReference) for forward-
ing. EachPeerReferenceincludesthereferencedpeer's im-
mutablename,its position in the identi�er space,i.e., re-
sponsibility, and physicalnetwork address(IP addressor

symbolic name). As this information changesover time,
eachpeerhasto applya maintenancestrategy asdiscussed
in Section2.6 to have a consistentview (dependingon the
speci�c overlaynetwork). Thenumberof neighborsa peer
maintainsandthestrategy how neighborsareselectedis de-
�ned by the Constraintsof the overlaynetwork which de-
pendon propertiesof the identi�er-resourceandidenti�er-
peerassociationstrategies,thegraphembeddedin theiden-
ti�er space,andits constraints,etc.

As shown in in Figure 2, we distinguish two layers
of functionality. The basic layer (P2P Basic Interface)
providesthe low-level operationswhich the overlay needs
to be able to function. Its main functionalities,besides
the mandatoryjoin andoptional leaveoperations,are the
lookupand route operations.The lookup function allows
an applicationto �nd a peer by its identi�er to be able
to directly communicatewith it (point-to-point),for exam-
ple, for transferringdataitems.Therouteoperation,which
lookup typically builds on, allows the userto senda mes-
sageto any peerresponsiblefor a given identi�er. A mes-
sagecancontainany dataspeci�ed by theapplication,for
example,thedatato bestoredby thepeeror asynchroniza-
tion requestamongreplicas.routeToReplicaspropagatesa
givenmessageto thesetof peersresponsiblefor thesame
identi�er. getLocalPeerreturnstheadministrative informa-
tion aboutthelocal peerandgetNeighborsprovidesthelist
of neighborsof apeer, i.e., its routingtableinformation.

The storagelayer (P2P Storage Interface) builds on
thesefunctionalitiesandprovidesthe typical datamanage-
ment functionalitiesof inserting, updating,deleting, and
queryingdata,that madethe P2Pparadigmpopular. The
resourcesaffected by the functions are speci�ed via the
DataItemabstractionthat includesthe resource's dataand
the application-speci�ckey(s) to be usedby the storage
layer to generatea correspondingidenti�er, i.e., map the
dataitemto its positionin theidenti�er space.Thiscanthen
beusedby thebasiclayerto �nd theresponsiblepeer(s)and
performtherequestedoperation.TheDataItemsetreturned
by search includesboth the application-speci�ckeys and
theidenti�ers of thefoundresources.

Wewouldliketo emphasizethatFigure3providesamin-
imal model,i.e., it provideswhatwe identi�ed asthemini-
malcommondenominatorfor differentoverlaynetwork ap-
proaches.All partsof the architecturecanbe (andin fact
are)extendedby concretesystems.For example,eachsys-
temwill typically havemorestructuredmessagetypes.For
example,in Gnutella,asoneof thesimplestsystems,a join
operationwouldmeantheissuingof a Pingmessagewhich
hasa simplestructureholding a descriptorID (to prevent
loops in the routing), a payloaddescriptor, a time-to-live
counter, a hopcounteranda �eld de�ning thelengthof the
payload.Yet,extensionsof ourmodelareintuitiveandsim-
ple: A concretesystemcanbasically“subclass”and“ex-



tend”any of thecomponentsin Figure3.

4 Interoperability

Up to now we have introduceda conceptualmodeland
abstractinterfacesto capturethe speci�c propertiesof a
givenoverlaynetwork approach.In practice,multipleover-
lay networkswill co-exist simultaneouslyin a physicalnet-
work,whichraisesissuesof managingmultipleoverlaynet-
worksandinteroperability.

We consideran overlay network asa groupof peers�

that sharethe samespeci�cation of their speci�c overlay
network mechanisms.Thesharingof this speci�cationis a
problemof groupmanagementandcanbe doneeitherex-
plicitly or implicitly.

With anexplicit managementexplicit groupidenti�ers Ç

(e.g.,URIs) areusedto identify anoverlaynetwork andare
boundto a speci�c type of overlaynetwork by a mapping

È

�

Ç.


½

, which associatesthe identi�er with a speci�-
cationof anoverlaynetwork. Weconsiderthisasproviding
theoverlaynetwork with a type(or schemain databasepar-
lance).Thusevery peerjoining a group É

!

Ç obtainsthe
associatedtypeinformationandadheresto thespeci�cation.
Theissueof non-complyingpeersis relatedto securityand
trust which we cannotelaboratefurther here. As a conse-
quence,joining anoverlaynetwork would only bepossible
if thejoining peerusesthesamegroupidenti�er asthepeers
of thenetwork.

With implicit managementagroupof peersis considered
asparticipatingin thesameoverlaynetwork if they usethe
sameoverlaynetwork speci�cation.Thusthereis noglobal
knowledgeon the existenceof a speci�c overlaynetwork,
but the network resultsfrom the cooperationof peersus-
ing the samespeci�cation. Thuswhenjoining, a peerob-
tains/sharesthespeci�cationwith thepeerto which it joins.

Another interestingaspectof groupmanagementin an
overlay network is the degreeof coupling. In tightly cou-
pled overlaynetwork theoverlaygraphis at any time con-
nected. This implies that suchan overlay network hasto
be initiated by a singlepeer(that could, for example,de-
terminetheidenti�er andspeci�cationof thenetwork prop-
erties,whenexplicit groupmanagementis used).Chordis
anexampleof a tightly coupledoverlaynetwork. In loosely
coupledoverlaynetworksdifferentoverlaygraphsbasedon
the samespeci�cation(e.g.,usingimplicit groupmanage-
ment)canevolve, merge,or split. GnutellaandP-Gridare
examplesof looselycoupledoverlaynetworks.

Theapproachto implicitly managegroupsof peerspar-
ticipatingin thesameoverlaynetwork suggestsamoregen-
eralview of how groupsof peersconstructingoverlaynet-
worksmay work together. In orderto interact,it is in fact
not necessarythat the type of overlay network is exactly
thesame,but it maybesuf�cient thatthespeci�cationsare
compatible.This approachcanbeobservedfor someprac-

tical overlayssystems,suchasGnutella.Multiple versions
of overlayprotocolscanwork together, anddifferentpeers
mayusedifferentpolicies,e.g.,with respectto networkcon-
nectivity.

For characterizingthe possibilities of interoperability
amongpeersparticipatingin differentoverlaynetworks ¼

@

and ¼

D

, we cansystematicallycomparethe speci�cations
of the networks. We assumethatat the level of protocols,

¼

@

and ¼

D

arecompatibleby following theAPI de�ned in
Section3 andusingcompatibleprotocolmessages.This is
a purelysyntacticagreement.Theclassi�cationof interop-
erability followstheconceptsdescribedin Section2 andwe
candistinguishthefollowing levelsof structuralinteroper-
ability:

< CompatibleIdenti�ers: Theidenti�er spaces�

@

and�

D

arethesameor canberelatedto eachotherbyapplying
a transformation.Thenfor identi�ers in •

!

�

@9Ê

�

D

,
peersfrom both ¼

@

and ¼

D

canroutemessagesto the
resourcesidenti�ed by • . Routingwould beprocessed
independentlyin ¼

@

and ¼

D

. Thuspeerscanplay the
roleof gatewaysamongdifferentoverlaynetworks.

< CompatibleIdenti�er Spaces:If additionallythe dis-
tancefunctions(possiblyafterapplyinga transforma-
tion) are compatible,peersfrom ¼

@

may use peers
from ¼

D

(and vice versa) and their knowledge on
neighborsto integratetheminto their own routing ta-
bles.

< CompatibleStructures: If additionally the structural
constraintsof two overlaynetworksarein a subsump-
tion relationship,i.e., oneof the overlay networks is
moreconstrainedbut compatiblewith themoregeneral
overlay network, peersof the more constrainednet-
work may participateaspeersin the lessconstrained
network by adoptingthe routing andmaintenanceal-
gorithmsof thelessconstrainednetwork.

An importantopenissue,when exploiting theseforms
of structuralinteroperability, arethe effectson the perfor-
manceof theroutingandmaintenancemechanismsandthe
impacton certainstructuralpropertiesof the overlay net-
works, suchas distributional properties. Thesequestions
arecloselyrelatedto thestudyof overlaynetworksbuilt by
peerswith highly heterogeneousresources,a topic which
hasbeenstudiedonly to a very limited degreesofar.

5 Validation of the referencearchitecture

In this section we will brie�y describekey aspects
of a representative set of overlay networks—Chord[18],
DKS [4], LAND [3], P-Grid [1], Pastry [17], Sym-
phony [13], Freenet[5], andGnutella[6]—in termsof our
architectureto demonstrateits validity. Additionally, we
providea brief qualitativecomparisonof thesystems.



5.1 Identi�er Space

Theidenti�er spacesareverysimilar for all logarithmic-
style overlay networks (LAND, P-Grid, Chord, Pastry,
Symphony, etc.). In theseapproachesidenti�ers arechosen
fromanalphabetwith radixb, e.g.,O

,

Œ for P-Grid,Chord,
andSymphony, O

,

¹KË

for Pastry. Someof themlimit the
identi�er length,e.g.,Pastryuses128-bit,ChordandDKS
use160-bit lengthidenti�ers, whereasin P-Grid identi�ers
canbe of arbitrary length. A similar distancefunction is
sharedby all of theseoverlays,thoughtherearesomesub-
tle differences.In P-Grid, LAND, Pastry, andSymphony
thedistance�4"
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The identi�er spacein Chord is not symmetric, i.e.,
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In Freenetthe situationis slightly different. Due to the
wayFreenetidenti�es nodes,it usesan Ž -dimensional160-
bit identi�er space. Ž dependson the data items a peer
stores,but usually Ž

,

Ø

)

. �#"

Á��$Ìt%

betweentwo Freenet
peersis the Euclideandistancein this multidimensional
space.

5.2 Mapping to the Identi�er Space

Mapping of peers: Thekey differenceamongtheover-
layswith respectto thismappingiswhetherthevirtual iden-
ti�er is assignedto a peerrandomlyor thepeeradoptsthe
identi�er dependingon environmentconditions,e.g., de-
pendingon thedataa peerandits neighboringpeersstore.
In Chord,LAND, Pastry, andSymphony thevirtual identi-
�er is generatedusingsomerandomfunctionandassigned
to a peerupon joining the overlay andremainsstable. In
DKS identi�ers canbemappedorder-preservinglybasedon
their domainname,e.g., lexicographicordering,to ensure

thatnodesin thesameorganizationaldomainarelogically
closein theidenti�er space.

Most of the logarithmic-styleoverlay approacheslike
Chord, LAND, Pastry, Symphony, or P-Grid have a one-
dimensionalidenti�er space. In Chord, LAND, and Pas-
try identi�ers are assignedby hashingthe node's IP ad-
dressusing SHA-1. In contrast,in P-Grid eachpeerini-
tially is responsiblefor the whole identi�er spaceandhas
anemptyidenti�er whichgrowsbit by bit in thelifetime of
thepeerdependingon which otherpeersit encountersand
what type of datathey andthe peeritself store. Similarly
in Freenet,eachnodeassignsitself an identi�er vectorof
size Ž , consistingof Ž 160-bit elementsrepresentingthe Ž

identi�ers of dataitemsthe peerstores. Additionally, the
identi�er of a Freenetpeerchangesduring its lifetime de-
pendingon the queriesit handles. Thus the identi�ers in
P-GridandFreenetdynamicallychange,whereasin Chord,
LAND, Pastry, andSymphony they arestatic.

Mapping of resources: Mapping of resources(data
items) is done similarly to mapping peers. Usually it
is done by hashinga data key, e.g., the �lename, with
SHA-1 (Chord, LAND, Pastry, Freenet). While this im-
plicitly distributestheassignedidenti�ers uniformly in the
identi�er spaceandthusprovidesa simpleload-balancing
mechanism,it destroys the semanticsof keys, e.g., their
application-speci�cclustering,which can be exploited to
provide ef�cient dataaccess.To prevent this, P-Grid, for
example,usesa pre�x-preservinghashfunction, i.e.,

ÁÛE
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. Thishasadvantagesin queryprocessing
but requiresanadditionalandmorecomplex load-balancing
strategy. It is crucialthatthismappingof resourcesis deter-
ministic,static,andgloballyknown.

5.3 Managementof Identi�er Space

In P-Grid eachpeeris responsiblefor resourceidenti-
�ers that sharethe largestcommonpre�x with the peer's
identi�er, i.e., a resourceidenti�er is managedby thepeer
with theclosestidenti�er in termsof P-Grid'sdistancefunc-
tion. For example,peer“0011” is responsiblefor resource
identi�er “001110101”,if no peerwith a longercommon
pre�x exists. Thesituationin Freenetis very similar: Each
peeris responsiblefor theresourceidenti�ers whicharenu-
mericallyclosestto oneof thepeer's elementsin its vector
identi�er. Also in LAND, Pastry, andSymphony a simi-
lar conditionapplies.Dataitemsaremanagedby thepeer
with the closestidenti�er. For example,identi�er “2A83”
will be managedby peer“2A84” if no peers“2A82” and
“2A83” exist. As Chord's andDKS's identi�er spacesare
asymmetric,thesituationis slightly different.A peeris re-
sponsiblefor all identi�ers in the interval betweenits own
identi�er and the identi�er of its predecessoron the ring.
In all theseapproachestheresponsibilityof a peermaydy-
namicallychangedueto arrivals or departuresof peersin



theoverlay.

5.4 Graph Embedding

It has already been shown that peerscooperatingin
Freenetevolve the graph into a small-world graph. For
logarithmic-styleoverlayapproaches,[9] shows that these
approachesform graphsaccordingto Kleinberg's small-
world principles[12]. It is proventhatsuchgraphsbelong
to the specialclassof “routing ef�cient” small-world net-
works wheredecentralized,greedysearchalgorithmspro-
vide the bestperformance.Therefore,conceptuallyall of
theseapproachesbuild similarsmall-world graphswith cer-
tain constraintsfor eachcase. E.g., Symphony by its na-
tureof constructionformsasmall-world graph.In theother
logarithmic-styleoverlaycaseseachpeer

Á

views theiden-
ti�er spaceaspartitionedin Ý©Þ†ßH"ks

%

partitionswhereeach
partition is O timesbigger than the previous one ( O is the
radix of the identi�er alphabet).The routing tableof

Á

in
suchsystemscontainsÝ©Þ†ß7à
"ks

%

links to somenodesfrom
eachpartition. In Chord's casethe chosennodewill be
the one with the smallestidenti�er of the given partition,
while PastryandP-Griduseany randomnodein theparti-
tion, which is a morerelaxedconstraint.

5.5 Gnutella

Gnutella's underlying paradigmhas major conceptual
differencescomparedto thestructuredoverlaysystemsde-
scribedabove. Despiteits simplicity, the descriptionof
Gnutella is not trivial. On the surface, it may seemthat
Gnutellahasno identi�er spaceandnomappingsaredone.
But thenit would be impossibleto describeGnutellaasa
graphembeddedin an identi�er space. Nevertheless,we
can assumethat peersin Gnutella exist in an Euclidean
identi�er spaceá and eachpeer assignsitself a random
identi�er •

!

á . Thenweassumethateachpeeris responsi-
ble for thewholeidenti�er spaceandthereforeit is notnec-
essaryto mapresourcesto the identi�er space.Addition-
ally, eachpeerchoosesfour randomneighbors.Givensuch
conditionsandGnutella's routing andmaintenancestrate-
gies, the peersform a small-world graphin the identi�er
space.As this graphhasa very low diameterof approxi-
mately ÝTÞ¿ßH"rs

%

, constrained�ooding for searchworks ef-
�ciently in termsof latency. This shows thatalsoGnutella
�ts ourconceptualmodelof overlaynetworks.

6 RelatedWork

Althougha largenumberof overlaynetworkshave been
devised,only very few workson unifying architecturesex-
ist. The closestones,JXTA [10] and Dabek et al. [7]
have alreadybeendiscussedin the introduction. In a re-
centwork thestructuralpropertiesof a subclassof overlay

networkshavebeencharacterizedby usingalgebraicmeth-
ods(Cayley graphs)[15]. This work is complementaryas
it could be usedto formulatemorespeci�c constraintson
the structureof overlay networks within our architectural
framework. In [11] classi�cationsfor structuredoverlay
networks,e.g.,deterministicandrandomizednetworks,are
introduced. Theseclassi�cationscorrespondto different
constraintsthat we can capturein our conceptualmodel.
To bestof ourknowledge,nootherproposalsfor anoverlay
network referencearchitectureexist.

7 Future Work

Thereferencearchitectureaspresentedsofar focuseson
the mostrelevant functionalandnon-functionalproperties
of overlay networks. However, therearesomedesignas-
pectsof overlay networks which we could not discussin
detaildueto spaceconstraints.

As alreadymentionedin Section2, overlay networks
highly dependon the propercooperationof their partici-
pants,i.e., participantshave to be trustedto performnon-
maliciously, routecorrectly, returnunaltereddata,etc.This
is a key assumptionunderlyingall overlay networks. In
eachapproacha minimum percentageof the peerpopula-
tion hasto be trustworthy for thesystemto functionprop-
erly and thereare signi�cant differencesin the way how
overlayshandletrust, i.e., they arevulnerableto different
extents.A numberof approachesto secureroutingandas-
sessingthe reputationof peersexist alreadybut have only
beenintegratedinto currentoverlay networks to a limited
extent. As partof our futurework we will detailour archi-
tecturein this respectto comeup with a systematicmodel
to describeandclassify trust andreputationapproachesin
currentoverlaynetworks.

Additionally, therearesomeareaswhich requirefurther
researchto extendthe applicabilityof our referencearchi-
tecture.At themomentwe havevalidatedour referencear-
chitectureagainst“classical”overlayapproachesandsome
recentsystems. It will be part of our future work to de-
scribea largernumberof systemsin termsof our architec-
ture and include also more of the most recentsystemsto
further validateit. This will also includequalitative com-
parisonsof existing approachesto describein which as-
pectsthesystemsdiffer andwhich settingsthey coverbest.
We arecon�dent that thearchitecturewill only requiremi-
nor adjustmentsas most recentsystemare either variants
of “classical”approachesor focusononespeci�c property,
for example,BitTorrentwhich focusesmainly on ef�cient
distribution while putting otherP2Paspectsmoreinto the
background.

So far our modelis primarily targetedat understanding
andanalyzingoverlaynetworks. An interestingrelatedas-
pect,however, is to investigatewhetherandhow our model
can be appliedto detectdesignweaknessesand therefore



might beusedto improvespeci�c systemsor mayevenen-
ableusto providegeneralsuggestionsfor improvements.

Anotherline of futureefforts will dealwith providing a
referenceimplementationof our architecture.Besidesbe-
ing applicableasan introductionto the P2Pparadigmand
being usablefor classi�cation purposes,this implementa-
tion andanarchitecturesimulatorwould thenbeaplatform
which researcherscould useto plug in new approachesor
testvariantsof existing approachesor would beableto un-
derstandthe effects of certain systemand environmental
parametersin experimentsandvalidatetheperformanceof
their changesagainstthe referencearchitecture.As a �rst
stepin this directionwe have alreadychangedthe imple-
mentationof someoverlayapproachesto matchour refer-
encearchitectureandhavede�nedareferenceAPI to enable
interoperabilityamongdifferentoverlaynetworks.

8 Conclusions

Basedon a stringentanalysisof current overlay net-
works,we discussedandformally describedthekey design
aspectsin this domain. We thenusedour assessmentsto
de�ne a referencearchitecturefor overlaynetworksspecif-
ically addressingAPI andinteroperabilityaspects.To the
bestof our knowledgethis is the �rst referencearchitec-
turefor overlaynetworkswhich includesa formalcodi�ca-
tion andde�nition of all designaspects.Previousattempts
have focusedon high-level componentaspectsor on low-
level API issuesor onthecomparisonof functionalities,but
noneof theseworkshasproperlyaddressedthe“internals”
of overlay networks in a formal way so far. To validate
thecorrectnessandgeneralapplicabilityof ourapproachwe
appliedit to modelarepresentativesetof overlaynetworks.
Ourreferencearchitectureestablishesastandardizedvocab-
ularyandfacilitatestheassessmentof propertiesof overlays
for qualitative comparisonand can serve as the basisfor
the de�nition of a standardizedAPI. A standardizedAPI
backedupby well-foundedabstractionsaspresentedin this
paperwill enable�ne-grained interoperabilityamonghet-
erogeneousoverlaynetworkswhichwasoneof ourprimary
goalsin thede�nition of thearchitecture.As a �rst stepin
this directionwe have alreadychangedtheimplementation
of someoverlay approachesto matchour referencearchi-
tectureandhave de�ned a referenceAPI which is already
beingappliedin threeEU projectsto enableinteroperability
amongdifferentoverlaynetworks.
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